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	Portuguese Regulations Summary – Fire Safety & Security



1. Security
Private Security Activity and Personal Data Protection

1.1 Private Security Activity
The “Private Security Activity” includes the following: 

· The surveillance of movable and immovable property and the access control of persons, the prevention of arms entry, prohibited substances and articles inside buildings or places of conditioned access, including businesses, fairs, shows and conventions;
· The personal protection;
· The operation and management of alarm reception centres;
· The transport, custody, treatment and distribution of values​​.


	Legal Act
	Description

	Portaria n.º 25/99, of January 16
	Establishes the safety conditions of the vehicles used for the transportation, storage, treatment and distribution of values​​.

	Portaria n.º 135/1999, of February 26
	Regulates the operation and management of alarm reception centres, as well as the installation, management, maintenance and operation of security systems.

	Portaria n.º 1522-C/2002, of December 20
	Establishes the situations where the use of private security services at sports venues is mandatory.

	Lei n.º 99/2003, of August 27
	Approves the Labour Code (establishes some conditions in the use of remote video surveillance in the workplaces)

	Decreto-Lei n.º 35/2004, of July 29
	Alters the legal regime of the private security activity

	Lei n.º 1/2005, of January 10
	Regulates the use of surveillance cameras by the forces and security services in public places of common use

	Lei n.º 198/2005, of November 10
	Clarifies the rules applicable to nationals of other member states of the European Union in the exercise of the private security activity defined in Decree-Law n. º 35/2004, proceeding to its amendment

	Lei n.º 9/2012, of February 23
	Amends the Law nº 1/2005, of January 10, which regulates the use of surveillance cameras by the forces and security services in public places of common use

	Lei n.º 33/2007, of August 13
	Regulates the installation and use of video surveillance systems in taxis

	Portaria n.º 1164-A/2007, 0f September 12
	Adopts the signal model to be installed in a visible location in taxis that have video surveillance

	Portaria n.º 101/2008, of June 16
	Establishes the legal system of private security activity of eating and beverages establishments

	Despacho n.º 20497/2008, of August 5
	Establishes the rules to be applied to the private security activity of eating and beverages establishments

	Portaria n.º 840/2009, of August 3
	Regulates the conditions applicable to the transportation, storage, treatment and distribution of values ​​by entities holding private security license or permit, under Decree-Law nº 35/2004

	Portaria n.º 1142/2009, of October 2
	Establishes the qualification, functions and conditions of the security director according to the number of vigilantes at his service

	Decreto-Lei n.º 135/2010, of December 27
	Revises the rules for the issuing of permits and licenses for the exercise of the private security activity and proceeds to the amendment of Decree-Law n. º 35/2004




Facilities where security systems are mandatory

	Facility
	Requirements

	Public places of common use
	- The installation of the surveillance systems is subject to the authorization of the Government and the authorization decision is preceded by the opinion of the National Commission for Data Protection (CNPD). This opinion, however, is not binding.
- The authorization of the installation  of the system is requested by the public security forces or by the mayor
- Locations subjected to surveillance shall have proper information and symbols referring that the place is under surveillance
- The authorization is granted for a maximum of two (2) years, subject to renewal
- The installed equipment shall comply with minimum technical requirements (these requirements haven´t been published yet)
- The records shall be kept for a maximum period of thirty (30) days since its capture, after which they shall be destroyed. The recordings shall be encrypted.

	Banks and financial institutions
	- Banks and financial institutions shall have proper security systems, as defined by the national bank association
- The management of the system can be done by a private security company or by the institution itself
- If the institution decides to manage its own system, than the institution shall have the necessary security installations and possess the necessary materials and human resources
- To manage their systems, these institutions shall hold a private security permit, given by the government

	Eating and beverages establishments that have rooms or spaces for dance, including fairgrounds, bars, nightclubs and boîtes
	- Facilities up to 100 seats shall be connected to an alarm reception centre
 - Facilities between 101 and 1000 seats shall have a vigilante in the access control and an access control system by video;
 - Establishments with more than 1001 seats shall have a vigilante in the access control plus a vigilante per 250 places in the permanent control and a permanence control system by video.

	Sports venues
	- In professional football competitions resulting in sporting venues with a capacity equal to or up to 25 000 spectators it is mandatory to have stewards
-  The number of stewards exercising functions in games considered high risk shall be one steward for every 300 spectators
 and in the remaining games shall be one steward for each
 400 spectators



The Portuguese private security regulation is undergoing significant changes. The new legislation was based on the Spanish regulations and its publication is expected soon.

In the future......

· Entities responsible for the design, installation, maintenance or repair of security systems or alarm reception centers will be required to register in the National Public Security Police (PSP).
· There will be several licenses and permits, according to the activities developed by the companies. The company may obtain a single license/permit or several.
· Industrial, commercial or service companies or entities shall adopt mandatory security measures in order to prevent the occurrence of crimes, which may include:
·  The creation of a security department;
·  A director,  qualified as safety director or equivalent;
·  The mandatory implementation of a surveillance system and private security personnel duly qualified;
·  The installation of video surveillance and security systems;
·  The connection of the security system to a alarm reception centre or to a public alarm reception centre;
·  The imposition of rules of conduct to reduce risks to people and property and the prevention of crimes.
· Banks and financial institutions shall install a system including the following:
· A central security department depending directly on the board of executive directors, coordinated by a director with the security director qualification;
· The installation of a video surveillance system;
· The installation of a safety and protection system;
·  An alarm reception centre, belonging to the institution or to a private company.
· Managers of commercial complexes with a gross leasable area equal or greater than 20 000 m2 and commerce premises with an accumulated sales area equal to or greater than 30 000 m2 will be required to adopt a security system that includes:
·  A security director with the security director qualification;
·  The installation of a video surveillance system;
·  The installation of a safety and protection system;
·  An alarm reception centre, belonging to the institution or to a private company.
· Exchange establishments, games of chance, bingo, purchase and sale of precious metals and works of art, pharmacies and gas stations will be required to adopt a security system and specific safety measures including:
·  The installation of a video surveillance system;
·  The installation of a security and protection system.

These systems shall comply with the following european standards:
 

	Standard
	Description
	
	Standard
	Description

	EN 1063
	Glass in building - Security glazing - Testing and classification of resistance against bullet attack
CEN/TC 129
	
	EN 50132-5-2
	Alarm systems - CCTV surveillance systems for use in security applications - Part 5-2: IP Video Transmission Protocols

	EN 1143-1
	Secure storage units - Requirements, classification and methods of test for resistance to burglary - Part 1: Safes, ATM safes, strongroom doors and strongrooms
CEN/TC 263
	
	EN 50132-7
	Alarm systems - CCTV surveillance systems for use in security applications - Part 7: Application guidelines

	EN 1522
	Windows, doors, shutters and blinds - Bullet resistance - Requirements and classification
CEN/TC 33
TC 98 - Portas, janelas, fachadas cortinas, cerramento de vãos e respectivos acessórios e  ferragens
ONS/CATIM
	
	EN 50133-2-1
	Alarm systems - Access control systems for use in security applications - Part 2-1: General requirements for components

	EN 1627
	Pedestrian doorsets, windows, curtain walling, grilles and shutters - Burglar resistance - Requirements and classification
CEN/TC 33
TC 98 - Portas, janelas, fachadas cortinas, cerramento de vãos e respectivos acessórios e  ferragens
ONS/CATIM
	
	EN 50133-7
	Alarm systems - Access control systems for use in security applications - Part 7: Application guidelines

	EN 50130-4
	Alarm systems - Part 4: Electromagnetic compatibility - Product family standard: Immunity requirements for components of fire, intruder, hold up, CCTV, access control and social alarm systems
	
	CLC/TS 50134-7
	Alarm systems - Social alarm systems - Part 7: Application guidelines

	EN 50130-5
	Alarm systems - Part 5: Environmental test methods
	
	EN 50134-1
	Alarm systems - Social alarm systems - Part 1: System requirements

	EN 50131-1
	Alarm systems. Intrusion and hold-up systems. System requirements 
	
	EN 50134-2
	Alarm systems - Social alarm systems - Part 2: Trigger devices

	EN 50131-2-2
	Alarm systems - Intrusion and hold-up systems - Part 2-2: Intrusion detectors - Passive infrared detectors
	
	EN 50134-3
	Alarm systems - Social alarm systems - Part 3: Local unit and controller

	EN 50131-2-3
	Alarm systems - Intrusion and hold-up systems - Part 2-3: Requirements for microwave detectors
	
	EN 50134-5
	Alarm systems - Social alarm systems - Part 5: Interconnections and communications

	EN 50131-2-4
	Alarm systems - Intrusion and hold-up systems - Part 2-4: Requirements for combined passive infrared and microwave detectors
	
	EN 50136-1-1
	Alarm systems - Alarm transmission systems and equipment - Part 1-1: General requirements for alarm transmission systems

	EN 50131-2-5
	Alarm systems - Intrusion and hold-up systems - Part 2-5: Requirements for combined passive infrared and ultrasonic detectors
	
	EN 50136-1-2
	Alarm systems - Alarm transmission systems and equipment - Part 1-2: Requirements for systems using dedicated alarm paths

	EN 50131-2-6
	Alarm systems - Intrusion and hold-up systems - Part 2-6: Opening contacts (magnetic)
	
	EN 50136-1-3
	Alarm systems - Alarm transmission systems and equipment - Part 1-3: Requirements for systems with digital communicators using the public switched telephone network

	EN 50131-3
	Alarm systems - Intrusion and hold-up systems - Part 3: Control and indicating equipment
	
	EN 50136-1-4
	Alarm systems - Alarm transmission systems and equipment - Part 1-4: Requirements for systems with voice communicators using the public switched telephone network

	EN 50131-4
	Alarm systems - Intrusion and hold-up systems - Part 4: Warning devices
	
	EN 50136-1-5
	Alarm systems - Alarm transmission systems and equipment - Part 1-5: Requirements for Packet Switched Network PSN

	EN 50131-5-3
	Alarm systems - Intrusion systems - Part 5-3: Requirements for interconnections equipment using radio frequency techniques
	
	EN 50136-2-1
	Alarm systems - Alarm transmission systems and equipment - Part 2-1: General requirements for alarm transmission equipment

	EN 50131-6
	Alarm systems - Intrusion and hold-up systems - Part 6: Power supplies
	
	EN 50136-2-2
	Alarm systems - Alarm transmission systems and equipment - Part 2-2: Requirements for equipment used in systems using dedicated alarm paths

	EN 50131-8
	Alarm systems - Intrusion and hold-up systems - Part 8: Security fog device/systems
	
	EN 50136-2-3
	Alarm systems - Alarm transmission systems and equipment - Part 2-3: Requirements for equipment used in systems with digital communicators using the public switched telephone network

	CLC/TS 50131-7
	Alarm systems. Intrusion and hold-up systems. Application guidelines
	
	EN 50136-2-4
	Alarm systems - Alarm transmission systems and equipment - Part 2-4: Requirements for equipment used in systems with voice communicators using the public switched telephone network

	EN 50132-1
	Alarm systems - CCTV surveillance systems for use in security applications - Part 1: System requirements
	
	CLC/TS 50136-4
	Alarm systems - Alarm transmission systems and equipment - Part 4: Annunciation equipment used in alarm receiving centres

	EN 50132-2-1
	Alarm systems. CCTV surveillance systems for use in security applications. Black and white cameras 
	
	CLC/TS 50136-7
	Alarm systems - Alarm transmission systems and equipment - Part 7: Application guidelines

	EN 50132-4-1
	Alarm systems. CCTV surveillance systems for use in security applications. Black and white monitors
	
	CLC/TS 50398
	Alarm systems. Combined and integrated systems. General requirements

	EN 50132-5
	Alarm systems - CCTV surveillance systems for use in security applications - Part 5: Video transmission
	
	EN 50132-5-2
	Alarm systems - CCTV surveillance systems for use in security applications - Part 5-2: IP Video Transmission Protocols



1.2 Personal Data Protection

	Legal Act
	Description

	Lei n.º 67/98, of October 26
	Law of Personal Data Protection (transposes to the Portuguese legal system the Directive nº 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of individuals with regard to treatment of personal data and on the free movement of such data)

	Decreto-Lei n.º 122/2000, of July 4
	Transposes into the Portuguese legal system the Directive n. º 96/9/EC of the European Parliament and of the Council of 11 March, on the legal protection of databases

	Lei n.º 5/2004, of February 10
	Electronic Communications Law

	Lei n.º 28/2004, of August 29
	Adopts additional measures to enhance the protection of personal data

	Decreto-Lei n.º 1164-A/2007, 0f September 12
	Adopts the signal model to be installed in a visible location in taxis that have video surveillance



2. Fire Safety
The Portuguese fire safety regulations establishes the technical requirements that buildings shall comply and the requirements that companies shall comply in order to exercise the activities of commerce, installation and maintenance of fire safety equipments and systems.

	Legal Act
	Description

	Decreto-Lei n.º 220/2008, of November 12
	Establishes the Legal System of Fire Safety in Buildings

	Portaria n.º 1532/2008, of December 29
	Approves the Technical Regulation of Fire Safety in Buildings

	Portaria n.º 64/2009, of January 22
	Establishes the accreditation of entities responsible for inspection of fire safety conditions in buildings

	Portaria n.º 773/2009, of July 21
	Defines the registration procedure of the entities with activity  in the commerce, installation and maintenance of fire safety systems in the National Fire Protection Authority (ANPC) 

	Despacho n.º 2074/2009, of January 15
	Technical Criteria for the determination of the modified fire load of combustible materials

	Despacho n.º 10738/2011, of August 30
	Establishes the accreditation rules of technicians responsible by the trading, installation and maintenance of Fire Safety systems



2.1 Fire safety activity
For the trading, installation and/or maintenance of fire safety systems, companies must be registered in the National Fire Protection Authority (ANPC). Companies may register in a single business area or in several areas. For example, they can only be registered in the maintenance of fire extinguishers or they can be registered in the commerce, installation and maintenance of fire detection systems and fixed firefighting systems. To achieve this registration companies need to prove to the national authority that they have at least one technician with expertise in the activities developed. The technical competence of this technician is proved through a accreditation process by the National Fire Protection Authority, as follows:

Fire Safety Technicians Accreditation

The fire safety technician’s accreditation may be obtained through one of the following:
· Direct accreditation by the National Fire Protection Authority  Technicians holding the compulsory schooling and proving to have more than five years of experience in the activity
· Through training courses  Technicians holding the compulsory schooling and proving to have at least one year of experience in the activity

Fire Safety Technicians Training Courses

Technicians may be qualified and, therefore, accredited by the national authority through approval in training course complying with the following:
· 16 hours of general fire safety contents, including communication and ethics, standards and regulations, basic concepts of active fire protection, passive fire protection and fire detection systems
· 19h hours of training for each specific area of ​​activity, as shown:
· Fire resistant doors and glazing
· partitioning systems
· Automatic fire detection systems
· Natural smoke and heat exhaust ventilation systems
· Fire extinguishers
· Water extinguishing systems
· Gas extinguishing systems and water spray systems
· Safety signs

Technicians need to renew their courses every 5 years. The renewal course consists of 6 hours of general fire safety contents and 8 hours of specific training for each area of ​​activity.
image1.jpeg
APSEI

™ Associagdo Portuguesa de Seguranca




