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Foreword

This draft Technical Specification was prepared by the Technical Committee CENELEC TC 79, Alarm
systems.

It is circulated for voting in accordance with the Internal Regulations, Part 2, Subclause 11.3.3.3.
This document will supersede CLC/TS 50398:2002.

The following date is proposed:

— latest date by which the existence of the CLC/TS

has to be announced at national level (doa) dor + 6 months
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Introduction

This Technical Specification describes the general requirements and configuration types for combined
and integrated alarm systems which shall apply when one or more of the applications being integrated
is an alarm application.

The prime considerations of this Technical Specification are to ensure that the individual standards are
applied when they form a part of an integrated system solution with each other or with other (specified
or unspecified) applications.

This document provides additional information relating to initial system design, planning, installation,
commissioning, operation and maintenance for such combined and integrated alarm systems.
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1 Scope

This Technical Specification specifies the requirements for alarm systems combined and integrated
with other systems which may or may not be alarm systems.

This Technical Specification defines requirements, related to the rules of integration, in order to
complement the individual alarm application standards and to provide clarification where there is conflict.

Alarm transmission systems are excluded from the scope of this Technical Specification.
2 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

EN 54 series, Fire detection and fire alarm systems

EN 50130 series, Alarm systems

EN 50131 series, Alarm systems — Intrusion and hold-up systems

EN 50132 series, Alarm systems — CCTV surveillance systems for use in security applications
EN 50133 series, Alarm systems — Access control systems for use in security applications

EN 50134 series, Alarm systems — Social alarm systems

EN 50136 series, Alarm systems — Alarm transmission systems

EN 60073:2002, Basic and safety principles for man-machine interface, marking and identification -
Coding principles for indicators and actuators (IEC 60073:2002)

3 Definitions

For the purposes of this document, the following terms and definitions apply.

31

additional facility

facility which is not described in-an application standard and not necessary to fulfil the functions
required of that application standard

NOTE 1 An additional facility may be shared by two or more applications. In this case this facility may be an additional facility
for one application but standard-required for another application.

NOTE 2 For an application where no standard exists, any facility of this application is considered as additional.

3.2
alarm
warning of the presence of a hazard to life, property or the environment

3.3
alarm application
application intended for the protection of life, property or the environment, such as

- intrusion and hold-up alarm,

- social alarm,

- environmental alarm,

- closed circuit television used for security and surveillance,
- access control,

- fire detection, fire alarm and fire protection systems

NOTE This list may be extended, to follow the scope of CLC/TC 79 and CEN/TC 72.
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3.4

alarm receiving centre

continuously manned centre to which information concerning the status of one or more alarm systems
is reported

3.5
alarm company
organization which provides services for alarm systems

3.6

alarm condition

condition of an alarm system, or part thereof, which results from the response of the system to the
presence of a hazard

3.7
alarm system
electrical installation which responds to the manual or automatic detection of the presence of a hazard

3.8

alarm transmission equipment

equipment which is used primarily for the transmission of alarms from the alarm system interface at
the supervised premises to the annunciation equipment interface at the alarm receiving centre. It may
also transmit information or commands from the alarm receiving centre to one or more alarm systems

NOTE This does not include equipment provided by a PTT (Public and Private Telephone Transmission) or other general
telecommunications equipment (for example modems) where these are used primarily for alarm transmission.

3.9

alarm transmission system

equipment and network used to transfer information concerned with the state of one or more alarm
systems to one or more alarm receiving centres

3.10

application

all related facilities used for a specific purpose, such as the detection and warning in the event of fire,
lighting control etc.

3.1
application standard
standard related to a specific application

3.12

central control facility — CCF

equipment used for control and/or indicating purposes in type 1 configuration, which is connected to
one or more dedicated systems and which is normally manned by operating personnel, for example a
computer at a supervised location. The CCF is an additional facility (and not the standard-required
control and indicating equipment) for at least one of the applications

3.13

combined and integrated alarm system

in this document, the wording 'combined and integrated alarm system' is synonymous with 'integrated
alarm system', which will mostly be used in the document

3.14
command signal
instruction.or command that affects one or more systems

3.15
common device
device which is shared by two or more applications
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3.16
common facility
facility which is shared by two or more applications

NOTE A common facility may be additional for two or more applications, it may be standard-required for two or more
applications or it may be additional for one or more applications and standard-required for other applications.

3.17
common transmission path
transmission path used by two or more applications

3.18
dedicated device
device used by a single application

3.19
dedicated system
system used for a single application

3.20
dedicated transmission path
transmission path used solely within one application

3.21

facility

hardware or software which enable a system to fulfii one or more functions, for example a
transmission path, a processing element, displays

3.22
fault condition
condition of a system which prevents a system or part thereof from functioning as designed

3.23
fault signal
message generated due to the presence of a fault condition

3.24

integrated system

system having common facilities used for two or more applications with at least one being an alarm
application

NOTE 1 The alarm transmission system is not considered as a part of an integrated alarm system.

NOTE 2 Dedicated systems only connected via a unidirectional output device without any data communications, for example
relay, are not considered as being part of integrated alarm systems.

3.24

integrity

ability of an application:to function as designed and the measure of immunity from influences which
could affect correct operation

3.25

log book

record book or its electronic equivalent into which all relevant details of the system, its performance
and its 'maintenance can be entered in a relatively secure manner for later retrieval by authorised
organizations

3.26

non-alarm application

application intended to provide control and not intended primarily for the protection of life, property or
the environment, for example:

- heating and ventilating;
- energy management;
- building management;
- lighting.
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3.27

processing element

facility to perform mathematical or logical operations on data according to programmed instructions in
order to obtain the required functions

3.28

standard-required facility

facility which is described in an application standard and necessary to fulfil the function of that
application standard

NOTE A standard-required facility may be shared by two or more applications. In this case this facility-may be a standard-
required facility for one application but additional for another application.

3.29
tamper condition
condition of an alarm system in which tampering has been detected

3.30
tamper detection
detection of deliberate interference with an alarm system or part thereof

3.31
transmission path
communication route used to convey information within the integrated alarm system

4 General description and fundamental principles
4.1 General

Three configurations or types of integrated alarm systems are specified.

e Type 1 configuration is applicable for a combination and integration of dedicated standard alarm
systems and dedicated non-alarm systems.

e Type 2A configuration is applicable for the combination and integration of standard alarm systems
and non-alarm systems using common transmissions paths, common devices and common

facilities. A single fault in one application has no adverse affect on any another alarm application.
To achieve this redundancy is needed.

e Type 2B configuration is applicable for the combination and integration of standard alarm systems

and non alarm systems: using-common transmissions paths, common devices and common
facilities. A single fault in one application may have an adverse affect on other alarm applications.

4.2 Standards
For integrated alarm systems the standards relevant to each application shall apply.

Common facilities shall comply with all application standards for which they are standard-required. The
most severe integrity requirement of each of the standards shall apply.

The common facilities not covered by the application standards shall meet the requirements of this
Technical Specification.

Dedicated facilities have to comply with the relevant application standards (unless they are additional
facilities).

4.3 Configuration types of integrated alarm systems

431 Type1

A type 1 configuration is a combination of two or more dedicated systems. These dedicated systems
are connected to common additional facilities, for example interconnected via additional transmission
paths.
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In a type 1 configuration the standard-required facilities in an alarm application, in any condition, shall
not be adversely affected by any other dedicated system or any additional facilities in any operating

condition.

Examples of such configurations are given on Figures 1, 2 and 3.

NOTE In the examples given in this clause, the dotted lines indicate those parts of each application, which comply with their

application standard, if they exist.
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Figure 1 — First example of type 1 configuration
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Figure 2 — Second example of type 1 configuration

Class 1 CCF
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251 Figure 3 — Third example of type 1 configuration
252 Class 2 CCF

253 43.2 Type2

254 4.3.2.1 General

255 A type 2 configuration is a combination of two or more systems, all of them using a common facility
256  which is standard-required for at least one of the application.

257  Type 2 configurations are further subdivided in Type 2A and Type 2B.

258 NOTE in the examples given in this subclause, the dotted lines and shaded areas indicate those parts of each application,
259 which comply with their application standard, if they exist.

260
| Dedicated | Dedicated !
! Processing ! Processing !
! element ! element !
. Common 1 l
i transmission p ‘ i
Dedicated Dedicated i
Devices Devices ;
I Application n°1 Application n°3 i
261
262 Figure 4 — First example of type 2 configuration
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Figure 5 — Second example of type 2 configuration
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Figure 6 — Third example of type 2 configuration
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269
270 Figure 7 — Fourth example of type 2 configuration
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271
272 Figure 8 — Fifth example of type 2 configuration

273 4.3.2.2 Type 2A

274 In a type 2A configuration the integrity of any alarm standard-required facility in any one application
275  shall not be adversely affected by a single fault in another application.

276 4.3.2.3 Type 2B

277 In a type 2B configuration, the integrity of any alarm standard required facility in any one application
278 may be adversely affected by a single fault in another application.

279 NOTE ‘In the given examples in this the dotted lines and the shaded areas indicate those parts of each application which
280 comply with-their application standards if they exist.
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5 System requirements and compatibility assessment

5.1 Standards

All relevant standards shall apply as stated in 4.2.
5.2 General design

5.2.1 General

The integrated alarm system shall be designed so that any application is not adversely affected by any
other application in normal condition (including alarm condition).

Within integrated alarm systems, command signals can be transmitted from one application to another
application or from a Central Control Facility (CCF) to other parts of an application. Examples include
the remote disabling of a sensor from a CCF or the isolation of a CO, fire extinguishing system by an
access control system when a person enters the protected space.

The use of command signals can be beneficial to the orderly management of larger buildings or sites
including a number of buildings but they may also reduce safety and security if such facilities are
incorrectly applied. An example may be the remote unlocking of access doors by the fire detection
system without due regard to the implications on the security of the premises.

To help prevent command facilities being made available that could prove detrimental to the effective
and safe management of the protected premises and their occupants. The following design and
implementation procedures are recommended.

A1 During system design, interested parties should define the operational processes for the
overall integrated system and in particular the command facilities that are likely to be
required.

A2 The effects of incorrect operation of command facilities should be assessed during system

design. If there is a possibility of incorrect operation that could have a serious impact on
safety or security then the facility should either be disabled or its operation redefined to
overcome the possibility.

A.3 Application equipment should be selected where it is possible to enable only the desired
command facilities.

5.2.2 Access levels

Access levels to applications shall be consistent with the levels required by each application standard
and shall not give unauthorised access to any other application.

NOTE The term access level can have different meanings in different application standards.

5.2.3 Special design requirements for configuration types

5.2.3.1 ‘Special design requirements for type 1 configurations
In a type 1 configuration the standard-required facilities in an application, in any condition, shall not be

adversely affected by any other dedicated system or any additional facilities in any operating
condition.

5.2.3.2 Special design requirements for type 2 configurations

In a type 2 configuration the applications sharing a facility with other applications shall in normal
operation not be influenced by any other application in normal operation.

In a type 2A configuration the integrity of any alarm standard-required facility in any one application
shall not be adversely affected by a single fault in another application.
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In a type 2B configuration, the integrity of any alarm standard required facility in any one application
may be adversely affected by a single fault in another application.

A fault in a common facility shall be indicated in the relevant applications (for example all applications
sharing this common facility).

5.3 Common facility for control
Any manual controls for an application shall be clear and unambiguous.

Where a manual control is shared by more than one application, the applications which will be affected
by the operation of the control shall be clearly indicated.

5.4 Common facility for indication

5.4.1 Reliability requirement

A common facility for indication may be
- an additional facility:

the reliability of the indication facility shall be commensurate with its importance in terms of
indicating critical information in locations where actions will result from its indicated information,

- standard required: (this implies the configuration is type 2),

the indication facility shall comply with the most severe requirements defined in the applicable
standard(s).

5.4.2 Indication of the information

The colours used to display the information indicated and their visibility shall be such that the most
critical information is visible under expected levels of background illumination. Where relevant
standards specify colours for different types of information, these shall be adhered to. In case of

conflicts between the relevant standards the indications shall comply with the requirement of
EN 60073.

The audible indications of the different applications shall be coherent for the different conditions.

5.4.3 Priorities

Information shall be indicated in priority order in a clear and unambiguous manner.
The objectives behind the setting of priorities shall always be evaluated.

In general, the following priorities should be used.

- Priority 1 Alarm-signals from life protection related applications for example fire alarm for life
protection or personal attack alarm.

- Priority2 Alarm-signals from property protection related applications for example fire alarm for
property protection or intruder alarm.

- Priority' 3 Alarm signals from other alarm systems.

- Priority 4 Fault signals from life and property related alarm systems.
-  Priority 5 Fault signals from other alarm systems.

- Priority 6 Non-alarm system information.

However, in some cases, the above order may be inappropriate and the simultaneous presence of
more than one type of messages may lead to another display priority.
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For example a high pressure alarm in a boiler system may be designated as potentially requiring more
immediate action than some security applications, and thus may be given priority 1.

General requirements for indication priority are as follows:
it shall be indicated when more alarms exist than can be currently displayed;

- beside the information actually displayed, additional information shall be available on demand,
but the visibility of the prioritised information shall be preserved,;

- arepeated alarm signal, which is already displayed, shall not be re-displayed;
— it shall be indicated when alarms of more than one application exists;

— any operation of an application shall not prevent the indication of an alarm.

5.5 Processing in alarm standard required processing elements

5.5.1 General

For those applications for which program monitoring is required by the application standard, the
processing program of a common processing unit shall be monitored, so that a failure of the
monitoring sequence to include any such application is detected and indicated.

In integrated systems using a common processing element, the loss of the common processing
element is likely to jeopardise the effective management of events. Therefore, backup of processing

elements is recommended for such systems, particularly on large or complex sites, and this backup
processing elements shall enable the applications to perform all standard-required functions.

5.5.2 Software for common processing elements

5.5.2.1 Individual standard requirements

The applicable alarm standard requirements shall be applied to the software.

5.5.2.2 Segregation of alarm software

It is recommended that the different alarm application software should be segregated, in design,
documentation and individual modules. - The possible effect of one software to other software should
be described in a specific document, in case of normal operation and in case of single failures.

5.6 Connection to alarm transmission system

If integrated alarm systems are connected to an alarm transmission system, then this system shall
comply with the relevant standards for alarm transmission systems.

When an alarm transmission system is required to transmit alarm signals from one or more
applications then the alarm transmission system shall be connected to those parts of the integrated
alarm system which fully comply with the relevant application standards.

Example: an-alarm transmission system designed to transmit intruder alarms shall be connected to a
facility which complies with the European standards for intruder alarm systems.

An alarm transmission system may be used to transmit several types of alarms and may also be used
to transmit other types of information. In the case where several types of information need to be
transmitted at the same time then the priorities defined in 5.4.3 shall apply.
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5.7 Interconnection rules

If devices which do not have to comply with one or more of the application standards are connected to
standard compliant devices then the interconnection rules below shall apply.

Devices shall be interconnected in such a way that

- only those controls to the alarm system will be accepted and processed which are permitted by
the application standard,

- unrecognised signals have no adverse effects,

- deliberate interference either,

- has no adverse effect on the intrusion application, access control-and CCTV applications,
or

- these devices shall comply with the monitoring and tampering requirements of those application
standards.

5.8 Power supplies

Additional and/or common facilities shall not jeopardize the fulfiiment of the power supply
requirements of any relevant application standard.

In particular, they shall not reduce the standby period as required by the application standards.

5.9 Timing requirements

The timing requirements specified in each relevant standard within each application shall be complied
with.

Any signal sent by a standard required facility to an additional facility shall be received and processed
so that the complete evaluation and transmission time shall not exceed 150 % of the specified time
required in the relevant standard.

If the times specified above depend on-the number of devices connected to the transmission path, the
manufacturer shall clearly state the maximum number of devices that can be connected for each type.

5.10 Simultaneous occurrence of events

The system shall be designed so that the simultaneous occurrence of any type of event in more than
one application does not jeopardise the integrity of any of the applications. Timing requirements shall
still be met under such conditions.

5.11 Verification of performance

The verification of performance for each part of an integrated system shall conform to the relevant
standard(s) that apply to that application.

In addition to the above, the following procedures should be undertaken.

The performance of the integrated system should be verified in order to ensure that it operates in
accordance with an agreed cause-and-effect schedule (the agreed cause-and-effect schedule can be
the specification of the manufacturer or any agreement between manufacturer, installer, insurer,
regulating authorities and/or customer).
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Verification of the performance within each application should be undertaken as follows:
— in its normal operation mode (including alarm conditions); and

— with predictable fault conditions such as power-supply failure imposed on the individual application,
to establish the effect on other applications.

Power-up and power-down procedures should be verified for system integrity and personnel safety.
For example, doors or windows held closed may open by accident and cause injury.

The procedures used and the results of each test should be recorded, to ensure that all interactions
between applications are satisfactory. the record should identify the actual interaction of the various
elements of the system during their normal operation (including alarm conditions).

It is recommended to check that the relevant applications guidelines are followed.
5.12 Central control facilities

5.12.1 General

This subclause refers to type 1 integrated alarm systems using a CCF.

5.12.2 Classification

The following classes shall be used.

— Class 1:
The CCF is used only to display information in the area where the operating personnel supervise
the system. The standard required -indicating equipment (CIE or repeat indicators etc) is also
located in the same area (so that evenin the case of failure of the CCF an alarm from the control
and indicating equipment can be noticed by the operating personnel).

— Class 2:

This class shall apply where the CCF is used only to display information and it is the sole
information display in the area where the operating personnel supervise the system.

NOTE If the CCF in addition to information display enables actions such as set/unset, disable/enable zones or loading of
system parameters this device shall-be fully compliant with the application standards and therefore the system is a type 2
integrated system (e.g. Figure 6).

5.12.3 Requirements

5.12.3.1 General
A CCF shall be clearly identified as conforming with one of the previous classifications.
A CCF shall be located in an environment consistent with the equipment manufacturer’s specification.

The CCF shall be dedicated solely to the integrated alarm system.

NOTE CCF class 2 is typically a PC and does not need to comply with the application standards as long as CCF cannot
adversely affect the dedicated alarm systems.

5.12.3.2 Requirements for Class 1 CCF

No additional requirements.
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5.12.3.3 Requirements for Class 2 CCF

5.12.3.3.1 Operation monitoring

Continuous normal operation of the CCF shall be monitored and indicated at its location. In case of
failure visible and audible indications consistent with the relevant applications are required. The
operation monitoring shall include a programme monitoring facility so that a failure of the monitoring
sequence to include any application is detected and indicated.

The operation monitoring shall include the monitoring of the mains power supply.

5.12.3.3.2 Procedure in case of failure
As a CCF is typically a PC and not a standard compliant device a specific procedure in case of failure

shall exist. This procedure shall at least indicate how to access and operate the relevant dedicated
CIEs.

5.12.3.3.3 Monitoring of communication

Failure of communication with one of the dedicated systems shall be indicated at the CCF within the
timing requirements of the relevant standards. Transmission specifications shall be in accordance with
the associated application's standard requirement.

5.12.3.3.4 Backup power supply
A backup power supply for the CCF is required.
This backup power supply shall be able to power the CCF for at least the time needed to carry out the

necessary procedures in case of failure (see 5.12.3.3.2. — i.e. the time to get access to the relevant
CIEs).
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Annex A
(informative)

Application and installation guidelines and responsibilities

A.1 Specification

Prior to the commencement of a design for a integrated alarm system, a requirement specification
should be produced. The detail included within the specification should reflect the complexity of the
system and may include information on at least the following aspects:

— the individual applications and their desired performance requirements;
— the objectives to be achieved by the combination or integration;

— the characteristics of the building into which the integrated alarm system is to be installed.

A.2 Contractual responsibility

A integrated alarm system, by definition will include more than one application and is likely to include
some level of application interactivity. In order to assist the successful resolution of any difficulties
associated with the delivery of the specified interactivity, it is recommended that one main contractor be
appointed. This main contractor should be responsible for delivering the complete integrated alarm
system to the customer and providing a Declaration of Performance Certificate against the system
specification.

The main contractor associated with the project should ensure that the organization undertaking the
design has the relevant expertise to effectively accomplish the process.

A test schedule should be provided by the main contractor at system handover.

A.3 Installation and wiring

Where an integrated alarm system shares common wiring for more than one subsystem, this wiring should
meet the specification applicable to the relevant application with the highest integrity and performance
requirements.

A.4 Certification

The main contractor should provide the customer with a Declaration of Performance Certificate to
certify that the installation conforms to the requirements of the specification and that components
conform to relevant product standards: If deviations from the specification have been agreed with the
relevant parties, the main-contractor should provide a statement of these deviations.

A.5 User responsibilities

A.5.1 System supervision

Organisations responsible for the management, operation and maintenance of the integrated alarm
system shall have adequate training and authority.

A.5.2 System log book

An overall system log book should be kept, as well as log books for each application in accordance
with application standards.

Entries in the system log book should start from the date on which any part of a integrated alarm
system is put into operation.

Records of all preventative and corrective maintenance carried out should be recorded in the system log
book.
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A.6 Maintenance and support

A.6.1 System upgrade and modification

Before undertaking changes or extensions, consideration should be given to their effect on the
performance of the existing system.

The changes that have been made, together with details of the results of re-testing the system should
be incorporated into the system records.

Suppliers and/or maintenance companies should not make changes to the system without prior
agreement with the organization responsible for the system.

Where changes to components or applications are made after the integrated alarm system has been
commissioned, the organization responsible for the system should ensure that acceptance tests are
undertaken to verify that any changes of performance are in accordance with the specification.

A.6.2 System tests

In accordance with the test schedule which should be provided by the main contractor, regular tests
should be undertaken and results recorded in the log book.

A.6.3 System maintenance

The organization responsible for the integrated. alarm system should ensure that adequate
maintenance of the system is carried out by qualified persons. Applications interact, a co-ordinated
approach should be taken to the maintenance of these applications.

All persons undertaking maintenance work on the system should be fully conversant with the function
and operation of the system on which they are working and its effects upon the performance and
integrity of other applications.

The main contractor should indicate if any special maintenance procedures are necessary to ensure
the continued satisfactory operation of the integrated alarm system.

A.7 Documentation and training

System documentation related to the combined and integrated alarm systems shall be concise,
complete and unambiguous.

Information provided shall be sufficient to install, put into operation, operate and maintain the system.
The configuration type (see Clause 4) for the combined and integrated alarm system shall be stated.

When a CCF is included then its classification (see 5.12.2) shall also be stated and environmental
specification shall be stated.

NOTE The documentation requirements specified in each relevant standard within each application shall be complied with for
that application.

Training manuals should be made available that clearly state the processes to be undertaken by
system operators.

System operators should be adequately trained on the system and their knowledge should be regularly
assessed.



